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The Transport Layer:

1. Enables multiple applications to communicate
over the network at the same time on a single
device.

2. Ensures (if required) reliable deliver of data.

3. Provides error checking and flow control.

« TCP = Connection Transport Service
v Reliable Delivery

« UDP = Connectionless Transport Service
v’ Best Effort Delivery



Controlling the Conversation (Session)

« TCP and UDP:
v’ Segment and
Reassembly
v' Conversation

Multiplexing

DATA

Thg Transport layer prepares
application data for transport over the
network and processes network data for
use by applications.

e TCP:
v’ Establish a Session
v' Reliable Delivery
v' Same Order Delivery
v Flow Control
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The OSI Transport Layer
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Supporting Reliable Communlcatlon

Transport Layer Protocols

-
TCP/IP Model _
- 1P Tale!::hon'!r o5 Model = SMTPR/POP (Email)
+ Streaming Video = HTTP
Application
Required Profocol Properties Presentation hin
* [Fast Required Protocol
= Low overhead Session Properties
= Does not require P { «  Reliable
acknowledgements l Transpart > Transport : I - Acknowledge data
= Does not resend lost — *  Resend lost data
data N Internet = Delivers data in
= [Delivers data as it Data Link order sent
arrives
Physical Metwork Aiccess

Application developers choose the appropriate Transport Layer protocol based on the nature of
the application.
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TCP and UDP Headers

TCP Segment

Bit (15) Bit (16)

Source Port (16) Destination Port (16)

Sequence Number (32)

Acknowledgement Number (32) 20
Header Length (4) Reserved (6) Code Bits (6) Window (16} Bytes
Checksum (16) Urgent (16) l
Options (0 or 32 if any)

APPLICATION LAYER DATA (Size varies)

UDP Datagram
Bit (15) Bit (16)
Source Port (16) Destination Port (18) A
8 Bytes
Length (16) Checksum (16) Y
APPLICATION LAYER DATA (Size varies)
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Transport Layer Functions

APPLICATION LAYER DATA

The Transport layer
divides the data into Piece 1 Piece 2 Piece 3
pieces and adds a
header for delivery over UDP Datagram Or TCP Segment
the network.
Header Piece 1 Header Piece 1
Header Piece 2 Header Piece 2 y
Header Piece 3 Header Piece 3
TCP Header provides for:
* Source & destination (ports)
UDP Header provides for: » Sequencing for same order delivery
* Source and destination » Acknowledgement of received

(ports) segments
* Flow control and congestion
management



CISCO.

Port Addressing

ol
i

To: you@example.com (W
From: me@example.com 3=l '
Subject: Email qj o
= |
Applications > Electronic Mail HTML Page Internet Chat
Protocols
Port Numbers A Y A A
POP3 HTTP IM
Application Application Application
Transport Port Data Port Data Port Data
> 110 80 531

Data for different applications is directed to the correct application because each application has a unique port number.
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N Clients Sending TCP Requests
HTTP response: Server SMTP Response:
Source Port 80 Source Port 25
Destination Port 49152 Destination Port 51152
. HTTP: Port 80 :
Client1 SMTP: Port 25 Client 2
; Client requests to TCP ;
server

HTTP Reauest: SMTP Reauest:
Source Port: 49152 Server response to TCP clients use  Source Port: 51152
Destination Port: 80 random port numbers as the Destination Port: 25

destination port.

Socket =200.210.110.14:80 Socket =143.116.153.19:25
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TCP 3 Way Handshake Establishes Session

% TCP Connection Establishment and Termination
A B

@ Send FIN
\ FIN received

< | SendAcK @
ACK received
Send FIN @
FIN received /
@ Send ACK \
ACK received




Two Way Handshake Terminates Session

TCP Connection Establishment and Termination
A B

=1 2

Session
Terminated
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N TCP Segments Are Re-Ordered at the Destination

Different segments may
take different routes. \

2

Segment 1 Segment 1 TCP re- Segment 1
Data > orders the

Segment 2 Having taken Segment 2 segments Segment 2

different to the
Data is Segment 3 routes to the Segment 6 original Segment 3

dl\flde|d into destination, order.
segments. Segment 4 segments Segment 5 Segment 4
Segment 5 arn:rd:lt of Segment 4 Segment 5
Segment 6 Segment 3 Segment 6
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Acknowledgement of TCP Segments

Source Port Destination Sequence Acknowledgement
Port Number Numbers

| received 10 bytes
Start with byte #1, [tarting with byte #1.
|

| am sending 10 bytes. expect byte #11 next.|
l _

N

Network
Source Des. Seq. Ack.
10 bytes
1028 23 > Source Des. Seq. Ack.
Source Des. Seq. Ack. € 23 1028
1028 23 >

more bytes starting
with byte #11
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TCP Congestion and Flow Control

Sender

Sequence number 1

Sequence number 1501

Receive Acknowledge

Sequence number 3001

Sequence number 4501

Receive Acknowledge

Window size = 3000 Receiver

1500 bytes

> Receive 1501 - 3000

1500 bytes
yt > Receive 1501 - 3000
Acknowledgement number 3001
1500 bytes Segment 3 is lost because of
SX‘( congestion at the receiver.
1500 byte

>» Receive 4501 - 6000

Acknowledgement number 3001
Window size = 1500

If segments are lost because of congestion, the Receiver will
acknowledge the last received sequential segment and reply
with a reduced window size.
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UDP Low Overhead Data Transport

4 V&

Sender Receiver

Data

UDP does not establish a
connection before sending data.
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3 UDP: Connectionless and Unreliable

Different datagrams may
take different routes. \\

Datagram 1 Datagram 1 Out of order
Data > datagrams are
Datagram 2 Having taken Datagram 2 not re-ordered.
different
. I:_):tr'; i_:s t Datagram 3 routes to the Datagram 6
oot 1nto destination Lost data

’ grams
datagrams. Datagram 4 d a_tag rams Datagram 5 are not re-sent.

Datagram 5 arrive out of Datagram 4

order.

Datagram 6
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k Clients Sending UDP Requests
Server DNS response: Server Server RADIUS Response:
Source Port 53 Source Port 1812
Destination Port 4?\152 sttination Port 51152

/DNS: Port 53\ Client 2
Q / RADIUS: Port 1812 \

Server response to UDP clients use well known port
numbers as the source port.

Client 1 waiting for Client 2 waiting for server

server DNS response RADIUS response
on Port 49152 on Port 51152
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Port Numbers:

= Well Known Port Numbers: 0 - 1023
- Use for Well Known Port Numbers
« 20 =FTP (File Transfer Protocol)
« 22 = SSH (Secure Shell)
« 23 =Telnet
« 25 =SMTP (Simple Mail Transfer Protocol)
« 43 = Whois Protocol
- 53 = DNS (Domain Name Service)
« 80 =HTTP (Hyper Text Transfer Protocol)

= Registered Port Numbers: 1024 — 49151
= Dynamic or Private Port Numbers: 49152 - 65535


http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers
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