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Network Layer Protocols and Internet Protocol (IP)

Application

Presentation

Session

Transport

Network

Data Link

Physical

The Network Layer

As we communicate our data...

Our devices use the
k/ Transport layer to

connect processes...
'(\ And the Network layer

enables devices to reach
each other!

Routers connected to
each other
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Network Layer Protocols & Internet Protocol (IP):

TCPI/IP
Packet Packet
- Segment I Segment l

TCP segments
encapsulated
into IP packets

h@“m

IP Packets flow through the internetwork.

* Connectionless - No connection is established before sending data packets.
» Best Effort (unreliable) - No overhead is used to guarantee packet delivery.

* Media Independent - Operates independently of the medium carrying the data.
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Network Layer Protocols and Internet Protocol (IP)

Connectionless Communication

Letter S Letter /@

Host

A letter is sent.

The sender doesn't know: The receiver doesn't know:

+ ifthe receiver is present + when it is coming
» if the letter arrived
+ if the receiver can read the

letter
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Network Layer Protocol Implications

Best Effort

>
IP Packet ) IP Packet )
IP Packet ) IP Packet )
IP Packet ) T
Packets are routed through the Some packets may be
network quickly. lost enroute. ‘

As an unreliable Network layer protocol, IP does not guarantee
that all sent packets will be received.

Other protocols manage the process of tracking packets and
ensuring their delivery.



Network Layer Protocol is Media Independent

Media Independence

optical fiber

\
copper serial \\copper Ethernet

copper Ethernet

IP packets can travel over different media.
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Network Layer Protocol Encapsulation

Generating IP Packets

. Segment
Transport Layer Encapsulation Header Data
~ )
Network Layer Encapsulation IP Header Transport Layer PDU
— v
IP Packet

In TCP/IP based networks, the Network layer PDU is the |IP packet.
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Internet Protocol (IP) Packet Header

IPv4 Packet Header Fields
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Byte 2 | Byte 3 | Byte 4

Service Type Packet Length
m Fragment Offset

Padding
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IP Addressing Groups Nodes into “Subnets”

Network designers have to ask: on
what basis should the network be
divided?

Private Floor

Public Floor

Mobile
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Grouping Devices into Networks with Hierarchical
Addressing

Replacing the middle switch with a router creates 2 IP subnets, hence, 2 distinct broadcast
domains. All devices are connected but local broadcasts are contained.
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Dividing Large Networks is a Security Strategy

Increase Security

Student records

Administrator

Internet

Research

All users have accesst0  Reagearcher g g

the Internet.
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Hierarchical Addressing

Hierarchical Addressing

TO: Jane Doe 170 West Tasman Drive, San Jose, CA 95134, USA

Which Which zip —y
From Japan country? | o= _ code? o \}'_\,-u j
<7 _..r_ . - Frae e iy _.,"'- '.I sz
Letter ' e e N gy
—> Ny Em)  F
o W A i b
R v i e Sl
us — —
Zip Code
Which Which
person?

address? '

At each step of delivery, the post office need only examine the next hierarchical level

Street Address

Employee
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Subnet Address Structure:
Hierarchical IPv4 Address

-€ 32 bits >

Network Portion Host Portion

- 8 bits —_— - 8 bits —_— - 8 bits —_— - 8 bits e

(Octet) (Octet) (Octet) (Octet)
192 : 168 . 18 . 57
Network Host

Complete IPv4 Address
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Routers “route” based on Next Hop Addresses

Gateways Enable Communications between Networks

| only know the addresses of the
devices in my network.

If | don't know the address of
the destination device, | send
the packet to the gateway
address by default.

Gateway Gateway 192.168.3.1/24

24

192.168.2.31/24

Network 192.168.2.0/24 Network 192.168.3.0/24
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Route Tables:
1. Directly Connected Networks

2. Static Routes

3. Routes Learned via Routing Protocol

tj\_'—wm—[_ 192.168.3.024 |
ﬁn%‘_/

RouterA# show ip route
<putput omitted=

Gateway of lastresortis not set

10.0.0.0/24 is subnetted, 7 subnets

(o 10.0.1.01is directly connected, Serial0/2/1

C 10.0.2.0is directly connected, Serial0/2/0

R 10.0.3.0[120/1]via 10.0.1.2,00:00:08, Serial0/211

R 10.0.5.0[120/2] via 10.0.1.2,00:00:08, Serial0/211

R 10.0.6.0 [120M1]via 10.0.2.2,00:00:02, Serial0/2/0

R 10.0.7.0[120/2] via 10.0.2.2,00:00:02, Serial0/2/0

R 10.0.8.0[120/3]via 10.0.1.2,00:00:08, Serial0/211

[120/3]via10.0.2.2, 00:00:02, Serial0/2/0
R 192.168.3.0/24 [120/3]via 10.0.1.2,00:00:08, Serial0/2/1

RouterA#




Let’s Review Binary Math!

Bit Value by Position:

o0

8 3 8§ 8 o ¢
. 255

1 1 1 1 1 1

8 Bits = 1 Byte or “octet”




Lets’ Review v4 IP Addresses:

= 32 bit address
= 4 octets (or bytes)

= “dotted decimal” format

128
64
32
16

8
4
2
1
128

64
32

16

128
64
32

16

128
64

32

16

IP

Address:




IP Address is part of a “Class”:

Class A 0 126

o/o/o/o/o/o/olo..0/1]1]1]1/1/1]0
Class B 1000001)2:.1011 11911
Class C 110000%)9:.1101 212:.
The Rest 11100032:.1111 215:




= All IP Addresses have two components:
v"The Network Address (to the left)
v'The Host ID (to the right)

= Combination is a unique address
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P 192 .168 1155 224
Address: 11000000.10101000.10011011.11100000
Viack: 255 1255 1255 .0

11111111.111121111/1111 111.0‘0‘0‘0‘00‘0‘0
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Default Subnet

ask

255 0 .0 .0

Class A
11111111.00000000.00000000.000000
255 255 .0 .0

Class B
11111111.11111111.00000000.000000
255 255 255 .0

Class C
11111111.11111111.11111111.000000

A =126 Networks, 16,777,214 hosts

B => 16,000 Networks, 65,534 hosts
C => 2,000,000 Networks, 254 hosts
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A “Network” is a range of addresses:
= Example: 192.168.101.0t0192.168.101.255

v"The first number in the range (host = all zero) is the Network
Number =192.168.101.0

v'The last number in the range (host = all ones) is the broadcast
address = 192.168.101.255

v"The middle of the range can be used for identifying individual
hosts.
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Subnet Mask:

A subnet mask is used to identify the Network ID portion of
the address range:

v A =255.0.0.0
v B =255.255.0.0
v' C = 255.255.255.0
Three methods of identifying the Subnet Mask:
v" Default Subnet Mask
v Subnet Mask for the Enterprise
v CIDR /number notation

We extract the Network ID using a binary logical “trick” ...
the “and logic”.
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