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Objectives:

= |dentify the basic characteristics of network media used In
Ethernet.

= Describe the physical and data link features of Ethernet.

= Describe the function and characteristics of the media access
control method used by Ethernet protocol.

= Explain the importance of Layer 2 addressing used for data
transmission and determine how the different types of
addressing impacts network operation and performance.

= Explain the application and benefits of using Ethernet switches to
control Broadcast and Collision Domains

= Explain the ARP process.
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Ancient Ethernet:

Early Ethernet Media and Topology

Topology

Physical: Bus
Logical: Bus

Migration to

Y

Topology

Physical: Star
Logical: Bus
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Current Environment is “Transparent Switching”

An Ethernet LAN switch:

= Manages Collisions

e Provides Full Duplex

e Manages Frame Delivery
 Manages BW Differences
» Provides Management

e Provides Trunking

o Provides for VLANS

Migration to Ethernet Switches

Printer-PT
Printer0

2960-
24TT
Switch0

PCO

Server-PT PC-PT
Server0 PCO



Ethernet used for WAN Topography

Gigabit Ethernet

Gigabit Ethernet technology is applied beyond the enterprise
LAN to MAN and WAN-based networks.

Metropolitan-
area Network
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Physical and Data Link Features of Ethernet
= Standards and Implementation

Ethernet

Application

Presentation

Session

Transport Ethernet is defined by Data Link
layer and Physical layer protocols.

Network
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Data Link LLC 802.2
bt ] Ethernet

802.3
| Physical l
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Ethernet operates across two layers of the OSI model.

Layer 2 Addresses Layer 1 Limitations

Layer 1 Limitations Layer 2 Functions

Cannot communicate with upper

layers Connects to upper layers via Logical

Link Control (LLC)

Uses addressing schemes to identify
devices

Cannot identify devices

Uses frames to organize bits into
groups

Only recognizes streams of bits

Cannot determine the source of a
transmission when multiple devices
are transmitting

Uses Media Access Control (MAC) to
identify transmission sources
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Logic Link Control — Connecting Upper Layers

Logical Link Control (LLC)

+ Makes the connection with the upper layers

+ Frames the Network layer packet

+ |dentifies the Network layer protocol

+ Remains relatively independent of the
physical equipment

Logical Link Control Sublayer

802.3 Media Access Control
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Media Access Control (MAC)

MAC—Getting Data to the Media

MEDIA ACCESS CONTROL

Data Encapsulation ‘
»  Frame delimiting

« Addressing

 Error detection

Media Access Control

« Control of frame placement on and off the
media

» mediarecovery
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Physical Implementations of the Ethernet

Physical Devices Implementing Ethernet

Ethernet fiber connectors

VA 1008 Russe-T Calnlyal 2050w
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Ethernet switch



-

N

)| Cisco Networking Agademy’

Switches: LANs and Ethernet

Small Switch



http://www.bing.com/videos/watch/video/techwise-tv-switching-secrets-for-multimedia/2960f01d4afab6cf4b5c2960f01d4afab6cf4b5c-889062163463?q=cisco+stackable+switches&FROM=LKVR5&GT1=LKVR5&FORM=LKVR18
http://www.buy.com/videoclip/cisco-srw2008p-8-port-gigabit-switch/75001.html
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Media Access Control in Ethernet

Carrier Sense Multiple Access with
Collision Detection (CSMA/CD)

CSMA/CD controls access to the shared media. If thereis a
collision, it is detected and frames are retransmitted.

Listen Before
Transmitting—Carrier signal
detected
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Carrier sense multlple access with collision
avoidance (CSMA/CA)

A carrier sensing scheme is used:

= A node first listens to the channel for a predetermined
amount of time to determine if another node is
transmitting on the channel within the wireless range.

= |f the channel is sensed "idle," then the node is
permitted to begin the transmission process.

= |f the channel is sensed as "busy," the node defers its
transmission for a random period of time.

= Once the transmission process begins, it is still possible

for the actual transmission of application data to not
OCcCur.
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The Frame — Encapsulating the Packet

Comparison of 802.3 and Ethernet Frame Structures and Field Size

Field size in

bytes
IEEE 802.3
7 1 6 6 2 46 to 1500 4 -«
Preamble Start of Frame Destination Source Length/ 802.2 Header and Frame Check
delimiter Address Address Type Data Sequence

8 6 6 2 46 to 1500 4 <
Preamble Destination Source Type Data Frame
Address Address Check

Sequence
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Type and Length Field

Hex

0000-05DC IEEEB02.3 Length Field (0.:1500.}

0l101-01FF Experimental

0200 Xerox PUP (conflicts with 802.3 Length Field range) (see 0A00)
0201 Xerox PUP Address Translation (conflicts ...) (see 0A01)
0400 Hizxdorf (conflicts with 802.3 Length Field)

0e00 Xerox W5 IDF

0601 XN5 Address Translation (3Mb only)

0800 DOD Imternet Protocol (IP)

0801 X.75 Internet

0802 NBS Internet

0803 ECMZ Internet

0804 CHAOSnet

0805 X.25 Level 3

0806 Address Besolution Protocol (ARP) (for IP and for CHADS)

Fi 1 6 6 2 46 to 1500 4 -

Preamble Start of Frame Destination Source Length/ 802.2 Header and Frame Check
delimiter Address Address Type Data Sequence
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Layer 2 addressing and Encapsulation
= Hexadecimal Numbering and Addressing

Hexadecimal Numbering

Decimal and Binary equivalents of 0 to F Selected Decimal, Binary and Hexadecimal
Hexadecimal equivalents
Decimal Binary Hexadecimal Decimal Binary Hexadecimal

0 0000 0 0 0000 0000 00
1 0001 1 1 0000 0001 01
2 0010 2 2 0000 0010 02
3 0011 3 3 0000 0011 03
4 0100 4 4 0000 0100 04
5 0101 5 5 0000 0101 05
6 0110 6 6 0000 0110 06
7 0111 7 7 0000 0111 07
8 1000 8 8 0000 1000 08
9 1001 9 10 0000 1010 0A
10 1010 A 15 0000 1111 OF
11 1011 B 16 0001 0000 10
12 1100 C 32 0010 0000 20
13 1101 D 64 0100 0000 40
14 1110 E 128 1000 0000 80
156 1111 F 192 1100 0000 co

202 1100 1010 CA

240 1111 0000 FO

255 1111 1111 FF
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Layer 2 addressing and Encapsulation
= The Ethernet MAC Address

The MAC Address—Addressing in Ethernet

All Ethernet nodes share the media.
To receive the data sent to it, each node needs a unique address.

Shared Media (Multiple Access) Yes, that frame
is for me.

. |
D

T FRAME For D {{]
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Layer 2 vs. Layer 3 Addressing

Different Layers of Addressing

dl
IP Addresses
used to

- - communicate
between
networks

MAC Addresses
used within
networks across
the local media
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Ethernet Unicast, I\/Iultlcast and Broadcast

Server

g' IP: 192.168.1.200
MAC: 00-07-E9-42-AC-28

—

‘| need to send this frame to Server

B |
IP: 192.168.1.5 —
MAC: 00-07-E9-63-CE-53

=
Source Host _. -~ - =~ - g
P -~

-~ Unicast IP and MAC destination addresses ~

_-- - / are used by the source to forward a packet Tso -
il vlr T~a

00-07-E9-42-AC-28| 00-07-E9-63-CE-53 192.168.1.200 192.168.1.5 User Data Trailer
Dest MAC Source MAC * Dest IP Source IP * A

v

IP Packet

v

Ethernet Frame
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Collusion Domain vs. Broadcast Domain

Switch Uses

Switch acting as a
bridge between two
shared-media hubs

g B 8
Q.Qggé

B 7 B
2 = 2 8 B

center of a LAN Each computer has its own
collision domain.

Two collision domains—one for
each shared media LAN.
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The ARP Process—ARP Entry Enables Frame to be Sent

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1

10.10.0.1 10.10.0.2 10.10.0.3 10.10.0.4
00-0D-88-C7-9A-24 00-08-a3-b6-ce-04 00-0d-56-09-fb-d1 00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF

|

1 c¢an now send |

the frame to 10.10.0.254
10.10.0.3 with 00-10-7b-e7-fa-ef
the MAC FFFF.FFFF.FFFF
address 00-0d-

Network

N\

26-09-fb-d1.

\ 7
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ARP — Destinations OutS|de the Local Network

The ARP Process—ARP Entry Enables Frame to be Sent

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1
10.10.0.254 = 00-10-7b-e7-fa-ef

10.10.0.1 10.10.0.2 10.10.0.3 10.10.0.4
00-0D-88-C7-9A-24 00-08-a3-b6-ce-04 00-0d-56-09-fb-d1 00-12-3f-d4-6d-1b
FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF FFFF.FFFF.FFFF

I will forward

=T the packet in
) this frame

| can now send

the frame with based_ ona
a packet to rou_te inmy ¢ .
172.16.0.10 routing table. FFFF

with the MAC .

address 00-10-
7b-e7-fa-ef.

Network
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ARP — Removing Address Mappings

The ARP Process - Removing Address Mappings

A's ARP CACHE
10.10.0.3 = 00-0d-56-09-fb-d1
10.10.0.254 = 00-10-7b-e7-fa-ef

10.10.0.1 10.10.0.2 Computer C 10.10.0.4

00-0d-88-c7-9a-24 00-08-a3-b6-ce-04 removed from 00-12-3f-d4-6d-1b

FFFF.FFFF.FFFF FFFF.FFFF.FFFF network. FFFF.FFFF.FFFF
B |

~1 '
If C's IP and MAC addresses 10.10.0.254
are not removed from A's ARP 00-10-7b-e7-fa-ef
Cache, A may still try to FFFF.FFFF.FFFF
] communicate with C. |

Network
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Summary

In this chapter, you learned to:

» |dentify the basic characteristics of network media used in Ethernet.

+ Describe the Physical and Data Link layer features of Ethernet.

+ Describe the function and characteristics of the media access control method used by
Ethernet protocol.

« Explain the importance of Layer 2 addressing used for data transmission and determine
how the different types of addressing impacts network operation and performance.

« Compare and contrast the application and benefits of using Ethernet switches in a LAN
as opposed to using hubs.

« Explain the ARP process.
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